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Support air-air and air-ground
simultaneoushy
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Ground network
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+ Network
- Network traffic:
— Characteristics of data sources. (Yolume, Burst, Stream)
» Traffic demand. {Consumers, Diversity)

— Network element capabhility:
- Mohility, altitude, orbhital pattern.
—Link or port density.

» Survivability

— Tolerance of network to node or link outage.
» Reliability with limited redundancy, intermittent, directional links
» 5+ Gh/s encryption of a highly mohile transitory node network

 Dynamic QOS to provide ‘Dial Tone' i.e. >95% network availability
» Traffic prioritization, dynamic link allocation, buffering routers
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Hybrid System Considerations Si%

Srwlegc Technolgy Oids

Metwork
deployment with
integrated
weather forecast

QoS schema for
latency sensitive
traffic

0oS schema for
g0%o Availability

Proactive routing
and topology
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physical layers
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Wodal Awareness
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Metworking Challenges:

— Extending Tactical Metwark: Provide QoS at gigabit rates across heterogeneous nodes with data
aggregation

— Dynamics: 50t handoffs between dual links due to connectivity degradations
— Security: Provide gigahit rate IPSEC/HAIPE for tactical nodes
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Storage
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Storage !
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Routing/

Policy
Module
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Modularization thru RPC-
like/XML interfaces —
toolchain independent

+ Isolates core forwarding
functionality by specifying
plug-in extension interfaces.

* Benefit from COTS
economies of scale

« Allow DoD-specific
extensions

* No need to stovepipe

* Plug-ins allow cost control

+ Export control simplified

+ No Military Code !/
Requirements in Open

Source Product

Bridge between
CD heterogeneous

nebtworks

COTS economies of scale without
the COTS functionality straitjacket!

<

Spproved for Public Release, Oistribotion Urlimited, Case 3704




)

Srwiege Tecinodogy T

Italic ltems= are primary Metric; Un-italic
7. METWOR KING Svstes medworking 2mhiecture inoledes: terms are Sub-metrics to primary Metric

Ground node that with a direct interface to
the &1E, ground node with 3 direct interface
to tactical network gatevuay, airborne
nebwoting =egment that provides
connectivity betuween ground GG node and
tactical nebmark gatewvaay node:

C onformity to |PuS protocol standard [P
inclus e of linksnetwork securiby

Inchesion of link disruption mitig ation
protocals

Support to all Lol QoS zervices defined by
ASD NI

Airborne networking segmentthat supports 2
4 platforms with multiple netwods ing no des;

End-to-end netwads configuration with
minimum support to: one ground GG node,
four airborne platforms e ach with muttiple
nodes for mesh andfor mobile ad hoc
nebvatking support, and two ground tactical
nebuatk nodes each with up to 64 1P
address able tactical communications nodes

Secure communications capability Ci.e.
HARPE) far end to-end secure trarsport that
iz permissible by the source and destination
pair

Traffic =hapingsprioriization to allow resource
management behwean high prioriy, low
latency internal ORC A netwark r affic and
lawger priority, |atencay toler ant external ORC A
nostewn e trafiic.

Swccessy Laporsory des onstha@ior offthe
core techrologies wsed it e systen

1 P G L g O oy el it e




)

Shwlegc Technodcgy S

pmiocol stzmd ad .I'.":'LrlS.‘.'?c.'.'.‘.'&.‘Lre o Italic kems are primary Metric; U italic tems are Sub-
3. MET'WOR KING Nt worl secuw ity metrics to primany hetric

Degr onstration of Mehwordi Comres uily fo
GG and tactios! gake way (dedfimed by
o]

Field desomsi@bor of 2ichome segr et
e o mg swpoorkieg two S pladfom =
v two o ot s, wilh w ook

e v g

Maintain end to-end connechivity of
airbarne segment of =29% reliability with
5% of end-to- end disruplions <6 sec
Secure communications capability (i.e.
HAIPE) far end to-end secure transport
that i= permissible by the = ource and
destination p air;

Laporgony den ornstralion erdto-emd
retviondn perdmr 2mc e Lt F g four Fidonme
modes 3 o growmd modes

Cema of link disruption mitigation protocok
to link disruptiors of =5 sec without
conneclion loss

Metwatk simulations of multiple nodes o
reach 0% =system availability of 250 Mbps
data rate

Support of up to bwo stub netwodis, each
with 54 IP-addressable nodes;
Laboratony den orstation of rafie
shapirgprontization o iow resounze

it @agen et hetween Figh oriority, ow
i@erey imema ORCA medword taffc 3md
foner amonty, l#ercy ioleant externa!
O CA metnon s,

Spproved for Public Release, Oistribotion Urlimited, Case 3704



BOAR 3580 'PRPIMM WD gngqigs 1] 'Bses ey SNqnd Joy paacaddy

03 Pl 31| B3y
J3)5UEIL EIEp H|NY

oE P,

EIEP = J0EIS1lY

010,

:saqedeD aordas apdgniu a1EIIS U0 WE[]

SWED HI0MAU RO 40 [EUIE] PUEY D 40
[EWapa Us 3 maq WsIMeyD 3w uojezguoud

Jeqoed B4 uogE W Hd W) 3y 2IEI3E U0 WS

"IEd UONEUIES P PUE 200N 05 2] 2[gIss =9
=1 B HodsuED sunaes pus-ol-pua dd
(I diwH "= 0 Auqedes SUGiIED IURWIWOS SI00 35

'aes G SUOdrUSIp pUS-0FpUE Lo 4 G YU
Aupqena 56440 (AEMAER |[EQIAEL pUE 90
UEa miad) AR08 U000 puS- 03- pus S1E13S U0 WS

algE A ewad 03 s gaW-qng SIE SWRY
21 [EW-U[ oulEpy Adewud sue swEy ey

Sapou &QBSS AN DE
- pa o dr Bwpoddns AeM e 8 Eogo R

E O S0EM MY LB MMM 500y puaw i oM pue
LY D AN 03 SOBLIAL IO AND I apoy push
B woneid & anyy Bwpoddne Bueosg au
FuawBas ALOQYE 0 VOFENSUO W A0 DSy

AN HOMLIN -

S5 SH 0T-008 = paads JEIMK

ydw gg-g = paads Jan=asuel] QN O

Ly = sBEtanoy Jenl=as0El] M O

Ut = sbE1an0 JanEasuel]

xadng-n4

pouad S1noy 7 120 S1581 00 |1 B[l B

MBI 5 ABQ JO S| SRAUES,

[pa0AI0a) 10T § B

SpoU-0-apop

[Pema 0000 03 F &

SIEY Joig 1A

wy 05 = 2EUEy GG = AYNGE A HUIT 4y
PE3ER0 020300d 0| + Dulpaa A Fal 2IEY UONELLU] Bl
FiE BIEY [EUIWOUTS Y 0 ~ 3PN OH O
JSEY 0L S WY S8 ~ 3PN HI AW+ LT AIEH E1E] |[El= ]

HUTUADTAUNN O 9041 4

gt sy Selpmss

R ™




ORCA Networklng Summary ST@
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e ORCA network can be considered a stub-network off of
existing GIG infrastructure;

e Networking needs to address the characteristics of the

iIndividual links {geometry and physical layer) to produce
a reliable END-to-END capability;

e Networking must be compatible with existing network
architectures inclusive of security and QoS requirements
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